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​MODULE 1​

​Blockchain Technology​

​What is Blockchain?​

​Blockchain​ ​is​ ​a​ ​modern​ ​digital​ ​record-keeping​ ​system​ ​that​ ​offers​ ​a​ ​secure,​ ​decentralized,​ ​and​ ​distributed​
​method of storing data.​

​Key Characteristics of Blockchain​

​●​ ​Distributed​
​The​ ​data​ ​is​​shared​​across​​many​​computers​​(called​​nodes),​​making​​it​​hard​​for​​any​​single​​point​​of​

​failure or attack.​

​●​ ​Decentralized​
​No​ ​single​ ​person,​ ​company,​ ​or​ ​institution​ ​controls​ ​the​ ​entire​ ​system​​.​ ​All​ ​nodes​ ​have​ ​equal​

​authority.​

​●​ ​Secure​
​Once​​data​​is​​added​​to​​the​​blockchain,​​it​​is​​nearly​​impossible​​to​​alter​​or​​delete​​,​​ensuring​​trust​​and​

​transparency.​

​Why is it Called "Blockchain"?​

​The term​​"blockchain"​​comes from the way data is stored:​

​●​ ​Data is grouped into​​blocks​​.​

​●​ ​Each block contains a set of transactions or information.​

​●​ ​Every new block is​​linked (chained)​​to the previous​​one using cryptographic hashes.​

​●​ ​This forms a​​chronological and immutable chain of​​blocks​​, hence the name​​blockchain​​.​

​Real-Life Example: Money Transfer without Banks​

​To understand how blockchain works in practice, let’s consider a basic financial transaction:​
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​Traditional Method (With Bank)​

​●​ ​Scenario:​​Alice wants to send​​₹500​​to Bob.​

​●​ ​Process:​

​○​ ​Alice initiates the transfer through her bank.​

​○​ ​The​​bank checks her balance​​, deducts ₹500 from her​​account, and​​credits it to Bob’s account​​.​

​○​ ​The​​bank acts as the central authority​​that verifies​​and updates the records.​

​Blockchain-Based Method (Without Bank)​

​●​ ​The same transaction can happen​​without a central​​authority​​.​

​●​ ​Alice’s transaction is​​broadcast to a blockchain network​​.​

​●​ ​Network participants (nodes)​​validate that Alice has​​enough balance.​

​●​ ​Once verified, the transaction is​​added to a new block​​and appended to the blockchain.​

​●​ ​Bob​ ​receives​ ​₹500,​ ​and​ ​everyone​ ​on​ ​the​ ​blockchain​ ​sees​ ​a​ ​transparent,​ ​permanent​ ​record​ ​of​ ​this​
​transaction.​

​Summary of Blockchain Benefits​
​Feature​ ​Description​

​Transparency​ ​Everyone in the network can see and verify transactions.​

​Security​ ​Data is encrypted and spread across multiple nodes.​

​Decentralization​ ​Eliminates single points of control or failure.​

​Immutability​ ​Once recorded, data can't be altered easily.​

​Efficiency​ ​Reduces need for intermediaries like banks.​

​Blockchain​ ​is​ ​a​ ​type​ ​of​ ​Distributed​ ​Ledger​ ​Technology​ ​(DLT)​ ​that​ ​securely​ ​records​ ​and​ ​stores​ ​data​​—​
​especially transactions — across a​​decentralized network​​of computers.​

​Instead​​of​​being​​stored​​in​​a​​central​​location​​(like​​a​​bank​​database),​​blockchain​​operates​​over​​a​​peer-to-peer​
​(P2P) network​​, where​​every participant (node)​​has​​access to and helps verify the same copy of the ledger.​
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​Key Features of Blockchain​

​Distributed​

​●​ ​The ledger (record of transactions) is​​shared across a network of computers (nodes)​​.​

​●​ ​Every node holds the​​same updated copy​​of the blockchain, ensuring data redundancy and fault tolerance.​

​Decentralized​

​●​ ​No single entity​​(like a bank or central authority) controls the blockchain.​

​●​ ​The network​​collectively validates​​transactions through​​consensus mechanisms.​

​Immutable​

​●​ ​Once a block is added to the chain,​​its data cannot​​be altered or deleted​​.​

​●​ ​Any attempt to modify past data would require re-mining or altering all subsequent blocks — which is​
​computationally impractical​​.​

​Secure​

​●​ ​Transactions are​​encrypted and validated​​using cryptographic​​algorithms.​

​●​ ​Blockchain networks use​​consensus algorithms​​(e.g.,​​Proof of Work, Proof of Stake) to prevent fraud and​
​unauthorized changes.​

​Transparent​

​●​ ​All participants can​​view the complete transaction​​history​​.​

​●​ ​This enhances​​accountability​​, especially in public​​blockchain systems.​

​Core Features of Blockchain​

​Distributed Ledger​

​●​ ​A​​decentralized record​​of data that is​​replicated and synchronized​​across many independent nodes.​
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​●​ ​Each participant holds a​​full or partial copy​​of the blockchain, contributing to its integrity.​

​Immutability​

​●​ ​Blockchain uses​​cryptographic hashing​​to link blocks together.​

​●​ ​If someone tries to change any transaction, the hash of that block changes, which​​breaks the entire chain​​—​
​making tampering evident.​

​Cryptographic Linking​

​●​ ​Each block contains:​

​○​ ​A​​hash of its own data​

​○​ ​The​​hash of the previous block​

​●​ ​This linking forms a​​secure chain​​where each block is​​mathematically dependent​​on the previous one.​

​●​ ​Ensures​​tamper detection​​and structural integrity​​of the entire ledger.​

​Blockchain Transaction Workflow​
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​Blockchain​ ​handles​ ​transactions​ ​through​ ​a​ ​secure,​ ​multi-step​ ​process​ ​involving​ ​encryption,​ ​validation,​ ​consensus,​
​and immutability.​

​Step-by-Step Workflow​

​Step 1: Transaction Initiation​

​●​ ​A new transaction (e.g., Alice sends ₹500 to Bob) is​​created​​.​

​●​ ​The transaction data is​​encrypted​​using​​public/private​​key cryptography​​:​

​○​ ​Alice signs the transaction with her​​private key​​.​

​○​ ​Bob can verify it using Alice’s​​public key​​.​

​Step 2: Transaction Broadcast & Verification​

​●​ ​The transaction is​​broadcast​​to a​​peer-to-peer (P2P) network​​of nodes.​

​●​ ​Each node checks:​

​○​ ​Is the transaction correctly signed?​

​○​ ​Does the sender have enough balance?​

​○​ ​Has the asset been spent before? (prevention of double-spending)​

​Step 3: Mempool & Block Formation​

​●​ ​Verified transactions​​are stored temporarily in a​​node’s​​mempool​​(memory pool).​

​●​ ​Nodes begin to​​assemble mempool transactions into​​a new block​​.​

​Step 4: Consensus Mechanism​

​●​ ​A node (e.g.,​​miner or validator​​) is selected to add​​the block via a​​consensus algorithm​​, such as:​

​○​ ​Proof-of-Work (PoW)​

​○​ ​Proof-of-Stake (PoS)​
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​●​ ​The selected node:​

​○​ ​Validates the block.​

​○​ ​Solves a cryptographic puzzle (in PoW).​

​○​ ​Creates a​​valid hash​​linking the block securely.​

​Step 5: Block Addition to the Blockchain​

​●​ ​The block is​​authenticated​​:​

​○​ ​Each block contains the​​hash of the previous block​​, forming a chain.​

​○​ ​The new block is added only if hashes​​match and verify​​.​

​Step 6: Finalization of Transaction​

​●​ ​The block is officially​​added to the blockchain​​.​

​●​ ​The transaction becomes:​

​○​ ​Permanent​

​○​ ​Publicly visible​

​○​ ​Immutable​

​Summary:​

​Create → Verify → Wait → Consensus → Add Block → Done​

​Visual Workflow Summary (Descriptive Flow)​
​Transaction Initiated​

​↓​
​Nodes Verify Transaction (Signature, Balance, Validity)​

​↓​
​Verified → Stored in Mempool​
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​↓​
​Form New Block (With other verified transactions)​

​↓​
​Consensus Algorithm (e.g., Mining or Staking)​

​↓​
​Block Added to Blockchain (Secured via hash)​

​↓​
​Transaction Confirmed & Immutable​

​Security & Integrity of Blockchain​
​1. Chain Structure Security​

​●​ ​Every block contains:​

​○​ ​Its own hash​

​○​ ​Hash of the previous block​

​●​ ​If any block is altered:​

​○​ ​All subsequent block hashes become invalid.​

​○​ ​Tampering becomes​​easily detectable​​and​​computationally impractical​​.​

​2. 51% Attack Resistance​

​●​ ​An attacker would need to control​​over 50% of the​​network's computing power​​to:​

​○​ ​Alter or reverse transactions​

​○​ ​Double-spend coins​

​●​ ​This is​​extremely difficult and expensive​​, especially in large, decentralized networks like Bitcoin or​
​Ethereum.​
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​Blockchain vs Bitcoin​

​Although​​often​​used​​interchangeably,​​Blockchain​​and​​Bitcoin​​are​​not​​the​​same​​.​​It's​​important​​to​​distinguish​
​between the​​technology​​and one of its​​applications​​.​

​What is Blockchain?​

​Blockchain​​is a​​technology​​— specifically a type of​​Distributed Ledger Technology (DLT)​​.​

​Key Characteristics:​

​●​ ​Stores data​​in blocks that are​​chronologically linked​​to form a chain.​

​●​ ​Decentralized​​: No central authority controls the data.​

​●​ ​Secure​​: Uses cryptographic hashing to ensure tamper resistance.​

​●​ ​Transparent​​: All participants in the network can access​​the shared ledger.​

​●​ ​Immutable​​: Once data is recorded, it cannot easily be altered or deleted.​
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​Blockchain is the foundation​​on which many applications, like cryptocurrencies, are built.​

​What is Bitcoin?​

​Bitcoin​​is a​​cryptocurrency​​— a​​digital currency​​that​​runs​​on blockchain technology​​.​

​Bitcoin Explained:​

​●​ ​Launched in 2009​​by an anonymous creator (Satoshi​​Nakamoto).​

​●​ ​First real-world application of blockchain​​.​

​●​ ​Allows for​​peer-to-peer, decentralized money transfers​​without banks.​

​●​ ​All Bitcoin transactions are​​recorded on the Bitcoin​​blockchain​​.​

​Think​​of​​Bitcoin​​as​​email​​,​​and​​blockchain​​as​​the​​Internet​​—​​Bitcoin​​can’t​​exist​​without​​blockchain,​
​but blockchain can be used for many things beyond Bitcoin.​

​Analogy: Shared Notebook​

​Imagine a notebook shared with everyone in a class:​

​●​ ​Every student writes their activity on a new page.​

​●​ ​Once written,​​no one can erase or modify​​what's on the page.​

​●​ ​Everyone has a​​copy of the notebook​​.​

​This is what blockchain is like — a​​secure, transparent,​​and shared​​digital record.​

​Use Cases of Blockchain (Beyond Bitcoin)​

​Blockchain has​​wide applications across industries​​, not just in cryptocurrencies.​

​Examples:​

​Supply Chain Tracking​ ​Companies​ ​like​ ​Walmart​​and​​IBM​​Food​​Trust​​use​​blockchain​​to​
​trace food products from farm to shelf.​

​Healthcare​ ​Secure​ ​and​ ​interoperable​ ​electronic​ ​health​ ​records​ ​that​ ​can​ ​be​
​shared across institutions.​
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​Voting Systems​ ​Transparent,​ ​tamper-proof​ ​digital​ ​voting​ ​to​ ​ensure​ ​election​
​integrity.​

​Digital Identity​ ​Secure,​ ​verifiable​ ​identities​ ​for​ ​users​ ​without​ ​relying​ ​on​ ​central​
​databases.​

​Intellectual Property​ ​Recording ownership of art, music, and digital assets (e.g.,​​NFTs​​).​

​Summary: Key Differences​
​Aspect​ ​Blockchain​ ​Bitcoin​

​Definition​ ​A technology (DLT) for recording data​ ​A digital cryptocurrency​

​Function​ ​Data storage, verification, transparency​ ​Peer-to-peer digital payments​

​Scope​ ​Used across many industries​ ​Primarily used for financial exchange​

​Dependency​ ​Can exist without Bitcoin​ ​Cannot exist without blockchain​

​What is Bitcoin?​
​Bitcoin​ ​is​ ​a​ ​digital​ ​currency​ ​(cryptocurrency)​ ​and​ ​the​ ​first​ ​real-world​ ​application​ ​of​ ​blockchain​
​technology​​, introduced in 2009 by an anonymous entity​​known as​​Satoshi Nakamoto​​.​

​It​ ​allows​ ​users​ ​to​ ​send​ ​and​ ​receive​ ​value​ ​over​ ​the​ ​internet​ ​without​ ​the​ ​need​ ​for​ ​banks​ ​or​ ​centralized​
​authorities​​.​

​Purpose of Bitcoin​

​The​​main​​goal​​of​​Bitcoin​​is​​to​​transfer​​money​​securely​​and​​directly​​between​​users​​—​​without​
​banks or intermediaries.​

​●​ ​Peer-to-peer (P2P) electronic cash system​

​●​ ​Ensures​​secure, verified transactions​​using​​blockchain​

​●​ ​Provides a way to​​store and transfer value globally​
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​Key Features of Bitcoin​

​Digital Money​

​●​ ​Functions like currency, but exists only in digital form.​

​●​ ​Can be​​sent, received, and stored​​electronically in​​digital wallets​​.​

​Decentralized Transactions​

​●​ ​No central authority​​(bank or government) controls​​Bitcoin.​

​●​ ​Transactions are​​verified by a global network of computers​​(nodes).​

​Blockchain-Powered​

​●​ ​Every transaction is recorded on the​​Bitcoin blockchain​​,​​which ensures:​

​○​ ​Transparency​

​○​ ​Security​

​○​ ​Immutability​

​Limited Supply​

​●​ ​Only​​21 million Bitcoins​​will ever exist.​

​●​ ​This scarcity gives it value and makes it similar to​​digital gold​​.​

​Bitcoin Use Cases​

​Bitcoin is primarily used as:​

​Use Case​ ​Description​

​Store of Value​ ​Like gold, many hold Bitcoin as an​​inflation-resistant​​asset​​.​

​Medium of Exchange​ ​Used to​​buy goods or services​​(where accepted).​
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​Investment/Trading​ ​Frequently traded on exchanges; subject to​​price speculation​​.​

​How a Bitcoin Transaction Works (Example)​

​Let’s say​​you​​want to send​​0.03 BTC (~₹5,000)​​to your friend​​Ravi​​:​

​1.​ ​Both of you have Bitcoin wallets​​(digital apps with​​public/private keys).​

​2.​ ​You create a transaction to send 0.03 BTC to Ravi's wallet address.​

​3.​ ​This transaction is​​broadcast to the Bitcoin network​​.​

​4.​ ​Nodes​​verify​​:​

​○​ ​Do you really own 0.03 BTC?​

​○​ ​Is this amount already spent?​

​5.​ ​Once verified, the transaction is​​added to a new block​​.​

​6.​ ​A​​miner​​solves a complex puzzle and​​adds the block​​to the blockchain​​.​

​7.​ ​Ravi’s wallet now​​receives the Bitcoin​​, and the transaction​​is:​

​○​ ​Permanent​

​○​ ​Public​

​○​ ​Tamper-proof​

​Core Components of the Bitcoin Network​

​Blocks​

​●​ ​Contain a list of transactions.​

​●​ ​Include a​​unique hash​​and a reference to the​​previous block​​.​

​●​ ​Together, blocks form the​​blockchain​​.​
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​Nodes​

​●​ ​Computers that:​

​○​ ​Store a​​copy of the entire blockchain​​.​

​○​ ​Participate in​​verifying transactions​​.​

​○​ ​Help keep the network decentralized.​

​Miners​

​●​ ​Special nodes that:​

​○​ ​Validate transactions​

​○​ ​Solve​​cryptographic puzzles​​(Proof-of-Work)​

​○​ ​Add new blocks to the blockchain​

​○​ ​Receive​​Bitcoin rewards​​for their work​

​Blockchain’s Future: Beyond Bitcoin​

​●​ ​While​​Bitcoin​​helped popularize blockchain, the​​true potential of blockchain​​extends much further.​

​●​ ​It’s now being used in:​

​○​ ​Finance​​(decentralized finance, asset tokenization)​

​○​ ​Healthcare​​(medical records, consent management)​

​○​ ​Supply Chain​​(product tracking, provenance)​

​○​ ​Voting​​(tamper-proof digital voting systems)​

​○​ ​Digital Identity​​(secure identity verification)​

​Quick Summary: Bitcoin at a Glance​
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​Aspect​ ​Details​

​Type​ ​Cryptocurrency​

​Launched​ ​2009​

​Technology Base​ ​Blockchain​

​Max Supply​ ​21 million BTC​

​Control​ ​Decentralized (P2P network)​

​Primary Uses​ ​Payment, investment, store of value​

​Key Mechanism​ ​Proof-of-Work (mining)​
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​Blockchain vs. Bitcoin – A Simple Analogy​

​Blockchain = Operating System​

​(Like​​Windows​​,​​Android​​, or​​iOS​​)​

​●​ ​It's the​​underlying technology​​.​
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​●​ ​Designed to​​run decentralized applications​​.​

​●​ ​Provides the​​infrastructure​​for secure, transparent,​​and tamper-proof data recording.​

​●​ ​Can be used across​​many industries​​— not just finance.​

​Bitcoin = Application​

​(Like​​WhatsApp​​running on Android)​

​●​ ​It's just​​one application​​built on top of the blockchain.​

​●​ ​Uses blockchain to allow​​digital money transfers​​without​​banks.​

​●​ ​Purpose: To​​transfer value securely​​in a​​decentralized​​way.​

​Applications of Blockchain​

​1. Banking​

​Blockchain enables fast and secure transactions without intermediaries.​

​Reduces fraud by maintaining transparent records.​
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​Useful for cross-border payments with low fees.​

​📌  Example: Ripple (XRP) uses blockchain for real-time international money transfers.​

​2. Healthcare​

​Stores electronic medical records (EMRs) securely.​

​Prevents tampering with patient data.​

​Ensures only authorized doctors/patients can access records.​

​📌  Example: MedRec (MIT project) uses blockchain for managing patient medical data.​
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​3. Real Estate and IoT​

​In real estate: blockchain maintains clear property ownership records and prevents fraud.​

​Smart contracts automate buying/selling property.​

​In IoT: blockchain secures device-to-device communication.​

​📌 ​​Example:​​Propy​​uses​​blockchain​​for​​real​​estate​​transactions;​​IBM​​Watson​​IoT​​integrates​​blockchain​​for​

​secure IoT.​
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​4. Supply Chain​

​Tracks goods from manufacturer → distributor → retailer → customer.​

​Increases transparency and reduces counterfeit products.​

​Customers can verify authenticity of products.​

​📌  Example: IBM Food Trust uses blockchain to track food supply chains.​
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​5. Government​

​Provides digital identity management and secure voting.​

​Stores land/property records to prevent disputes.​

​Ensures transparency in public administration.​

​📌  Example: Estonia e-Government uses blockchain for citizen records and e-services.​
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​6. Cybersecurity​

​Provides tamper-proof data storage.​

​Decentralization makes hacking more difficult.​

​Secures sensitive government, defense, and banking data.​

​📌  Example: Guardtime uses blockchain for large-scale cybersecurity solutions.​
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​7. Social Media​

​Prevents creation of fake accounts and misuse of data.​

​Users have more control over their personal data.​

​Blockchain-based platforms can reward creators directly.​

​📌  Example: Steemit is a blockchain-based social media platform that rewards users for content.​

​8. Artificial Intelligence (AI)​

​Blockchain secures AI training data and prevents manipulation.​

​Enables fair and transparent AI decision-making.​

​Allows AI developers to share data safely across organizations.​

​📌  Example: SingularityNET uses blockchain to create a decentralized marketplace for AI services.​

​Public & Private Keys in Blockchain​

​Public Key​

​A​​public key​​is a key used in​​public key cryptography​​(asymmetric cryptography)​​.​

​It​ ​is​ ​openly​ ​shared​ ​and​ ​is​ ​used​ ​to​ ​encrypt​ ​messages​ ​or​ ​data​​,​ ​which​ ​can​ ​only​ ​be​ ​decrypted​ ​by​ ​the​

​matching​​private key​​.​
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​This​ ​ensures​ ​secure​ ​communication​ ​—​​anyone​​can​​send​​encrypted​​data,​​but​​only​​the​​intended​​receiver​

​(who owns the private key) can decrypt and read it.​

​How Does a Public Key Work?​

​1. Key Generation​

​●​ ​A​​pair of keys​​— one public and one private — is generated using a mathematical algorithm.​

​●​ ​The​​public key​​can be shared with anyone.​

​●​ ​The​​private key​​must always be kept​​secret​​and known​​only to the owner.​

​2. Public Key Distribution​

​●​ ​The​​public key​​is distributed to others who want to​​communicate securely with the owner.​

​●​ ​It can be shared through​​emails, websites, certificates​​, or other​​public channels​​.​

​3. Encryption​

​●​ ​When someone wants to send a secure message, they use the​​recipient’s public key​​to encrypt it.​

​●​ ​The encryption process converts the​​plaintext (original message)​​into​​ciphertext (unreadable​
​form)​​.​

​●​ ​Example:​

​○​ ​Plaintext:​​“Hello”​

​○​ ​Ciphertext:​​“xA92$7bC@…”​

​4. Transmission​

​●​ ​The​​encrypted ciphertext​​is sent across the network​​(for example, through the blockchain or​
​internet).​

​●​ ​Even if intercepted, it​​cannot be understood​​without​​the private key.​

​5. Decryption​
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​●​ ​The recipient uses their​​private key​​to decrypt the message.​

​●​ ​The private key mathematically reverses the encryption process and converts the​​ciphertext​​back​
​into​​plaintext​​.​

​●​ ​Only the person with the​​correct private key​​can read the message.​

​Private Key​

​A​​private​​key​​is​​used​​in​​symmetric​​cryptography​​,​​where​​the​​same​​key​​is​​used​​for​​both​​encryption​​and​

​decryption​​.​

​It is​​kept secret​​and is known​​only to the authorized parties​​involved in the communication.​

​The​​security​​of symmetric encryption depends entirely​​on​​keeping this key confidential​​.​

​How Does a Private Key Work?​

​1. Key Generation​

​●​ ​A​​single private key​​is created using a cryptographic​​algorithm.​

​●​ ​This key will be used​​for both encrypting and decrypting​​messages.​

​●​ ​The key must be​​kept safe​​because anyone who has access​​to it can decrypt the data.​

​2. Encryption​

​●​ ​To send a secure message, the sender uses the​​private key​​to​​encrypt​​the plaintext (original message).​

​●​ ​The encryption process converts the plaintext into​​ciphertext​​— an unreadable format.​

​●​ ​Example:​

​○​ ​Plaintext:​​“Meeting at 10 AM”​

​○​ ​Ciphertext:​​“fY$7x!p93#…”​

​3. Key Distribution​

​●​ ​The​​private key​​must be​​shared securely​​with the intended​​recipient before communication begins.​
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​●​ ​This step is​​very sensitive​​, as the​​entire security​​relies on keeping the key out of reach from unauthorized​
​users.​

​●​ ​If the private key is​​leaked or intercepted​​, the encrypted data can easily be​​decrypted​​by anyone who has it.​

​4. Decryption​

​●​ ​Once the encrypted message reaches the recipient, they use​​the same private key​​to​​decrypt​​the ciphertext.​

​●​ ​The decryption process transforms the ciphertext back into​​readable plaintext​​.​

​●​ ​Only users who​​possess the private key​​can access the original information.​

​Working Principle of Public and Private Keys in Blockchain​

​Working Principle​

​●​ ​Together, the public and private keys form the foundation of asymmetric cryptography.​

​●​ ​A​​transaction is signed​​with the​​private key​​, proving that it was authorized by the legitimate owner.​

​●​ ​The​​public key​​is then used by the blockchain network​​to​​verify the authenticity​​of the transaction —​

​without ever revealing the private key.​

​●​ ​This ensures that​​only the true owner​​can initiate​​actions (like sending cryptocurrency), and everyone else​

​can​​verify​​, but not​​modify​​, the transaction.​

​Importance in Blockchain​

​1.​ ​Confidentiality​​– Only the​​intended recipient​​can​​read or decrypt the data.​

​2.​ ​Authentication​​– Verifies that the​​sender is genuine​​and owns the private key linked to the​
​transaction.​

​3.​ ​Integrity​​– Ensures that​​data or transactions cannot be altered​​once signed and recorded on the​
​blockchain.​

​Example:​
​In​​Bitcoin​​, when​​Alice​​sends coins to​​Bob​​:​

​●​ ​Alice​​signs the transaction​​using her​​private key​​.​
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​●​ ​The​​blockchain network​​then​​verifies the signature​​using Alice’s​​public key​​.​

​●​ ​This confirms that the transaction truly came from Alice and was not tampered with.​

​Key Pair Analogy​

​Public Key​ ​Bank Account Number​ ​You​ ​can​ ​share​ ​it​ ​with​ ​anyone​ ​so​ ​they​ ​can​ ​send​ ​you​
​money or data.​

​Private Key​ ​ATM PIN​ ​Must​​be​​kept​​secret.​​Anyone​​who​​knows​​it​​can​​access​
​and control your assets.​

​Key Pair​ ​Account + PIN​ ​Together,​ ​they​ ​secure​ ​your​ ​identity,​ ​data,​ ​and​
​transactions on the blockchain.​

​How They Work​

​1.​ ​Sender encrypts data​​using the​​receiver’s public key​​.​
​→ Only the receiver can decrypt it with their private key.​

​2.​ ​Receiver decrypts data​​using their​​private key​​, ensuring confidentiality.​

​3.​ ​Sender signs a message or transaction​​using their​​private key​​.​
​→ This signature acts as proof of ownership and authenticity.​

​4.​ ​Network verifies the signature​​using the​​sender’s​​public key​​.​
​→ This ensures the message came from the rightful sender and was not altered.​
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​Digital Signatures in Blockchain​

​A​ ​digital​ ​signature​ ​is​ ​a​ ​cryptographic​ ​mechanism​ ​that​ ​ensures​ ​a​ ​transaction​ ​or​ ​message​ ​is​ ​authentic,​
​unaltered, and verifiable​​.​
​It is created by​​combining the transaction data (message)​​with the​​sender’s private key​​.​

​How It Works​

​1.​ ​The sender’s​​private key​​signs the message or transaction data.​
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​2.​ ​This process generates a​​unique digital signature​​— a special code linked to both the message and​
​the sender’s private key.​

​3.​ ​Anyone can then use the​​sender’s public key​​to​​verify​​the signature.​

​○​ ​If the data or signature has been tampered with, verification fails.​

​Why It’s Important​

​Authentication​​→ Confirms the sender is genuine and​​owns the private key.​

​Integrity​​→ Ensures the transaction or message has​​not been altered.​

​Non-repudiation​​→ The sender cannot later deny having​​sent the transaction.​

​Example:​

​In​​Bitcoin​​, when​​Alice​​sends coins to​​Bob​​, her​​private​​key​​creates a​​digital signature​​.​

​The​​blockchain network​​uses her​​public key​​to​​verify​​it before recording the transaction permanently.​

​Key Exchange in Blockchain​

​Goal:​

​Allow two parties to​​securely share a secret key​​over​​a​​public network​​, without exposing it to anyone else.​

​1. Diffie–Hellman (DH)​

​●​ ​One of the​​first widely used​​methods for secure key​​exchange.​

​●​ ​Allows two parties to​​agree on a shared secret​​without​​sending it directly.​

​●​ ​Even if someone intercepts messages, they​​cannot compute​​the shared key​​.​

​2. Elliptic Curve Diffie–Hellman (ECDH)​

​●​ ​Uses​​elliptic curve cryptography​​for key exchange.​

​●​ ​Provides​​stronger security​​and​​faster performance​​with​​smaller key sizes​​.​
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​●​ ​Commonly used in​​modern blockchain networks​​.​

​3. Curve25519 / X25519​

​●​ ​A​​modern, highly secure​​variant of ECDH.​

​●​ ​Offers​​excellent speed and security​​.​

​●​ ​Widely used in​​blockchain systems​​and​​secure messaging​​apps​​(like Signal).​

​Example:​
​Two​ ​blockchain​ ​nodes​ ​use​ ​ECDH​​to​​create​​a​​shared​​secret​​key​​for​​encrypted​​communication​​between​

​them.​

​Algorithms Used in Blockchain​

​1. RSA (Rivest–Shamir–Adleman)​

​●​ ​One of the​​earliest public key algorithms​​.​

​●​ ​Uses​​large prime numbers​​(1024–4096 bits) for encryption​​and digital signatures.​

​●​ ​Provides​​both encryption and signature​​capabilities.​

​●​ ​Still in use, but​​slower​​than modern cryptographic​​methods like ECC.​

​2. ECC (Elliptic Curve Cryptography)​

​●​ ​Uses​​elliptic curves​​instead of large prime numbers.​

​●​ ​Provides​​equivalent security​​with​​much smaller key​​sizes​​— making it​​faster and more efficient​​.​

​●​ ​Widely adopted​​in​​blockchain​​and​​cryptocurrency systems​​like​​Bitcoin​​and​​Ethereum​​.​

​Common Misunderstanding​

​Misconception​ ​Reality​

​“Public​ ​key​ ​can​ ​decrypt​ ​private​
​key.”​

​False​​—​​The​​private​​key​​can​​never​​be​​derived​​from​​the​
​public key.​

​Public key​ ​Used to​​verify​​signatures or​​encrypt​​messages.​
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​Private key​ ​Used to​​decrypt​​or​​sign​​messages.​

​In Blockchain​

​Every​ ​wallet​ ​in​ ​blockchain​ ​is​ ​built​ ​upon​ ​a​ ​public–private​ ​key​ ​pair​​,​ ​forming​​the​​foundation​​of​​all​​secure​
​transactions.​

​How Transactions Work​

​1.​ ​Signing:​

​○​ ​Each transaction is​​digitally signed​​using the​​private​​key​​of the wallet owner.​

​○​ ​This proves that the transaction was genuinely initiated by the rightful owner.​

​2.​ ​Verification:​

​○​ ​The blockchain network uses the​​public key​​to​​verify​​the signature​​.​

​○​ ​If the signature is valid, the transaction is considered​​authentic​​and added to the blockchain.​

​3.​ ​Trustless Exchange:​

​○​ ​Transactions occur​​peer-to-peer (P2P)​​without needing​​any central authority.​

​○​ ​This mechanism ensures​​security, transparency, and​​trust​​through cryptography.​

​In short:​

​Every wallet =​​Public Key + Private Key​

​Transactions =​​Signed (private key)​​+​​Verified (public​​key)​

​→ Enables​​secure​​,​​trustless​​,​​peer-to-peer​​exchange.​

​Security Importance​

​1.​ ​Losing the Private Key = Losing Assets​

​○​ ​If a private key is lost, access to the wallet and its funds is permanently gone.​

​2.​ ​Sharing the Private Key = Risk of Theft​

​Umme Hani Sharrif​ ​ATMECE​



​Blockchain Technologies - MMCH311D​ ​31​

​○​ ​Anyone with the private key can transfer funds or impersonate the owner.​

​3.​ ​Wallets Store and Protect Keys​

​○​ ​Blockchain wallets (software, hardware, or paper) are designed to securely​​store and​
​safeguard private keys​​.​

​Therefore:​

​●​ ​Public & Private Keys​​are the​​backbone of blockchain security​​.​

​●​ ​They​​enable secure transactions​​and​​identity verification​​without any​​central authority​​.​

​●​ ​Always protect your private key​​— it’s your digital identity and access to assets.​

​Advantages of Blockchain​

​Advantage​ ​Description​

​Decentralization​ ​Removes​ ​the​ ​need​ ​for​ ​a​ ​central​ ​authority,​ ​reducing​ ​single​ ​points​ ​of​
​failure.​

​Transparency​ ​All​ ​participants​ ​share​ ​access​ ​to​ ​the​ ​same​ ​ledger,​ ​enhancing​ ​trust​ ​and​
​visibility.​

​Security​ ​Uses​​cryptography​​to protect transactions and prevent​​tampering.​

​Immutability​ ​Once​ ​data​ ​is​ ​recorded​ ​on​ ​the​ ​blockchain,​ ​it​ ​cannot​ ​be​ ​modified​ ​or​
​deleted​​.​

​Efficiency​ ​Reduces​ ​intermediaries,​ ​automates​ ​processes,​ ​and​ ​lowers​ ​transaction​
​time and cost.​

​Smart Contracts​ ​Automatically​ ​execute​ ​and​ ​enforce​ ​contract​ ​terms​ ​without​ ​human​
​intervention.​

​Disadvantages of Blockchain​

​Disadvantage​ ​Description​
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​Scalability Issues​ ​Limited​ ​transaction​ ​capacity​ ​may​ ​cause​ ​network​ ​congestion​
​and delays​​.​

​High Energy Consumption​ ​Proof-of-Work​ ​(PoW)​ ​systems​ ​use​ ​large​ ​computational​
​power​​, impacting sustainability.​

​Complexity​ ​Technical​ ​setup​ ​and​ ​understanding​ ​can​ ​be​ ​challenging​ ​for​
​beginners​​.​

​Regulatory Uncertainty​ ​Governments​​still​​developing​​clear​​laws​​for​​blockchain​​usage​
​and crypto assets.​

​Costly Setup​ ​Implementing​ ​and​ ​maintaining​ ​blockchain​ ​infrastructure​ ​can​
​be​​expensive​​.​

​Irreversibility​ ​Once​​a​​transaction​​is​​recorded,​​it​​cannot​​be​​reversed​​,​​even​​if​
​sent by mistake.​

​Blockchain Example: Bitcoin​

​What It Does​

​●​ ​Bitcoin enables​​secure, trustless, peer-to-peer transactions​​.​

​●​ ​No​​intermediaries​​(like banks) are required.​
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​●​ ​Users can​​send and receive funds directly​​using blockchain technology.​

​How It Works​

​1.​ ​Transaction Signing:​

​○​ ​Each transaction is​​signed​​with the sender’s​​private key​​to prove authenticity.​

​2.​ ​Transaction Verification:​

​○​ ​The network uses the​​sender’s public key​​to​​verify​​the signature.​

​3.​ ​Decentralized Recording:​

​○​ ​Once verified, the transaction is recorded on a​​decentralized, immutable blockchain​​.​

​○​ ​This ensures​​transparency, security, and integrity​​.​

​Key Takeaway:​

​●​ ​Bitcoin illustrates how blockchain​​secures transactions and builds trust​​without a central authority.​

​●​ ​Trade-offs:​​High energy consumption (Proof-of-Work)​​and slower transaction speed compared to​
​centralized systems.​

​Common Myths About Bitcoin​

​1. Bitcoin is a Bubble​
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​●​ ​Myth:​​Bitcoin is a speculative bubble bound to burst.​

​●​ ​Reality:​​While Bitcoin’s price has fluctuated, it​​has​​recovered repeatedly​​and shown resilience.​

​●​ ​Its value is driven by​​limited supply (21 million​​coins)​​and​​growing adoption​​, not pure speculation.​

​2. Bitcoin is Anonymous​

​●​ ​Myth:​​Bitcoin transactions are completely anonymous.​

​●​ ​Reality:​​Bitcoin is​​pseudonymous​​— addresses are not directly tied to identities.​

​●​ ​However,​​all transactions are recorded on a public ledger​​, making them​​traceable​​with​
​blockchain analysis tools.​

​3. Bitcoin is Not Backed and Has No Inherent Value​

​●​ ​Myth:​​Bitcoin has no real value because it’s not backed by gold or fiat.​

​●​ ​Reality:​​Bitcoin’s value comes from:​

​○​ ​Scarcity​​(fixed supply of 21 million coins)​

​○​ ​Decentralization​

​○​ ​Increasing demand and adoption​

​●​ ​Its value is derived from​​utility and network adoption​​,​​not physical backing.​

​4. Bitcoin is Insecure​

​●​ ​Myth:​​Bitcoin is easily hacked or unsafe.​

​●​ ​Reality:​​The Bitcoin network is secured by​​massive​​computational power​​(Proof-of-Work).​

​●​ ​Altering the blockchain would require controlling​​over 50% of the network​​, which is highly​
​improbable due to decentralization.​

​5. Bitcoin is Unregulated and Unsupported by Governments​
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​●​ ​Myth:​​Governments ignore or ban Bitcoin entirely.​

​●​ ​Reality:​​Many governments are​​acknowledging Bitcoin​​and developing​​regulations​​for safe​
​integration into financial systems.​

​●​ ​Example: In the​​U.S., Bitcoin is regulated at state and federal levels​​.​

​6. Bitcoin is Difficult to Understand / High Barriers to Entry​

​●​ ​Myth:​​Bitcoin is too complex for average users.​

​●​ ​Reality:​​While the technology can be complex,​​user-friendly​​platforms​​like​​Binance, Coinbase,​
​and wallets​​simplify buying, storing, and using Bitcoin.​

​7. Bitcoin Has No Utility​

​●​ ​Myth:​​Bitcoin is only speculative and has no real-world use.​

​●​ ​Reality:​​Bitcoin is increasingly used for:​

​○​ ​Remittances and money transfers​

​○​ ​Store of value / digital gold​

​○​ ​Hedge against inflation​

​●​ ​Its​​utility grows with adoption​​, making it more than​​just a speculative asset.​
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